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Cook Shire
COUNCIL

NOTICE OF MEETING

AN ORDINARY MEETING OF THE COUNCIL OF THE SHIRE OF COOK will be held at
the Administration Centre, 10 Furneaux Street, Cooktowtheh5-16-17 December2014

Tuesday,
9.00 am. Ordinary Meeting commendespen to the public.

Stephen Wilton
Chief Executive Officer
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ATTENDANCE:

The Mayor, Cr PH Scott, Councillors A Wilson, KG Price, GC Shephard, PL Johnson, R
Bowman,S Clark,Chief Executive Officer (S Wilton), Minute Officer (R Noryis

MEETING OPENED

The Mayor, Cr PH5cott declared the meeting open at

APOLOGIES:

NOTICE OF BEREAVEMENT:

Advice has been received of the passifig

As a mark of respect one mingiéence was observed.

CONFIRMATION OF MINUTES

CONFIRMATION OF MINUTES OF ORDINARY MEETING

That theminutes of the Ordinary Meeting @¥-18-19 Novembef014be confirmed subject
to the following amendments

Page/Reso #| Correction

BUSINESS ARISING:
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PLANNI NG AND ENVIRONMENT

PE1 REQUEST TO EXTEND THE CURRENCY PERIOD FOR DA/2625
i MAKING A MATERIAL CHANGE OF U SE FOR TOURIST
ACCOMMODATION AND/ OR REMOTE WORKERSG§
ACCOMMODATION ON LOT 161 ON PLAN WMT 804213,
LOCKHART RIVER ROAD.

Report No.AD14/6132 from Director Planning and Environment

Précis

Applicant: Stuart Layton

Owner: Stuart John Layton, Michael Stuart Layton, and Timothy

John Mungo Layton

Location: Lockhart River Road, via Lockhart Riv

RPD: Lot 161 on Plan WMT 804213

Area: 4047 square metres

Zone: Rural

Proposed Use:

Use Classification:

Referral Agencies:

Submissions:

Report

Six (6) cabins, kitchen, laundry, ablution facilities and
storage area Stage one and House (Managers/ Owners

Residence) Stage two
Touri st and/ or
DERM (Advice Agency)

Nil

Remot e

Wor ker s o

Council on the 18 December 2010 issued a Development Permit approval for making a

Materi al

Change of

Use for

Remot e

Wor ker so

Tourist Accommodation (Impact Assessable) on Lot 161on Plan WMT804213, Lockhart
River Road, Lockhart. The currency period for the above approval was four (4) years.

The aplicant by email dated 27 October 2014 has now requested under section 383 of the
Sustainable Planning Act 200at Council extend the currency period for Development

Per mit

DA/ 2625

Maki ng a

Materi al

andTourist Accommodation by two (2) years till the"Becember 2016.

Change of

A

A

U
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The applicant advised that over the past year he has undergone major surgery in Brisbane
which resulted in continuous consultations and a lot of time away from the Lockhart property.

In deciding this request under section 383 ofShstainable Planning Act 20@8e
assessment manager must have regard to

a) the consistency of the approval, including its conditions, with the current laws and
policies applying to the development, incluglifior example, the amount and type of
infrastructure contributions, or infrastructure charges payable under an infrastructure
contributions, or infrastructure charges payable under an infrastructure charges
schedule; and

b))t he communi ty 0 softlheudevelopment agpro\all amdch € s S

c) whether, if the request were refused
(i) further rights to make a submission may be available for a further

development application; and
(i) the likely extent to which those rights may be exercised; and
d) the view of any concurrence agency for the approval given under section 385.

Discussion

Development application DA/2625 was assessed under the current IPA Planning Scheme

and remains consistent with the Planning Scheme provisions as well as awseahd
policies. The devel opment was publicly notif
public notification period. The Environmental Protection Agency was an Advice Agency for

the purpose of this appl i ciegthe BeferrabAgencydi dnodt p
response period. A verbal response was later given advising that the agency considered the
application to be minor and that they would have no further requirements to the conditions of
Council.

The development will provide muchenel e d t our i st and remote work
the Portland Roads and Lockhart River areas. The construction of the cabins are currently

well advanced but have been delayed due to the illness of the applicant. The applicants

request for a two (2) yeaxnsion to the currency period for the Development Permit for

DA/2625 dated 18 December 2010, is recommended by Council Officers for approval.

Recommendation

That Council grants a two (2) year extension to the currency period of the Development

Permitf or DA/ 2625, Making a Material Change of
Accommodation (Code Assessable) and Tourist Accommodation (Impact Assessable) on Lot
161 on Plan WMT804213 Lockhart River Road, datéfilécember 2010, until the 16

December 2016.
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PE2 APPLICATION FOR A DE VELOPMENT PERMIT i DA/33541
FOR RECONFIGURATION OF LOT 20 ON PLAN SP241616, 152
CHARLOTTE STREET COO KTOWN i INTO TWO (2) LOTS
Report No.AD14/5689 from Town Planning Officer

Précis

Applicant: Humphries & Fisk Investments Pty Ltd

c/- U &i Town Plan (Ramon Samanes)
PO Box 426
COOKTOWN QLD 4895

Owner: Humphries &Fisk Investments Pty Ltd

Location: 152 Charlotte Street, COOKTOWN QLD 4895

RPD: Lot 20 on Plan SP241616

Area: .0926 hectares

Zone: Business

Proposed Use: Reconfiguration of a lot into two (2) lots

Minimum Lot Size: 926 sgq metres

Referral Agencies: Nil

Report

Application has been made to Council for ib®ue of a Development Permit for the
Reconfiguration of Lot 20 on Plan SP241616 located at 152 Charlotte Street Cooktown, into
two (2) lots. The application is Code Assessable Development under the Cook Shire Planning
Scheme.

Proposal

The applicatiomproposes the Reconfiguration of Lot 20 on SP241616 into two (2) lots. The
areas of the proposed lots are as follows:

1 Proposed Lot 20A 424 n*

1 Proposed Lot 20B 502 n#?
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Proposed Lot 20A has road frontage to both Banks and Charlotte Streets withfiewoess
Banks Street. Proposed Lot 20B fronts to Charlotte Street only and will have access from
Charlotte Street. Both lots front onto the Cooktown Heritage curb and channel. Banks and
Charlotte Streets are sealed to the curb with asphalt / bitumen.

The Sie

The property is situated in Charlotte Street opposite the Lions Park. It has approximately 30
metres frontage to Charlotte Street and 26.4 metre frontage to Banks Street. The site slopes
slightly from the south eastern corner and contains the Jacky Baiding which currently

houses a Veterinary business and historically had been used as a hardware shop with
residence and in more recent times a coffee shop.

152 Charlotte Street has been previously subdivided in half as part of a combined Material
Change of Use / Reconfiguration application (DA/2384). A condition of this previous

approval was for the creation of Access Ease
purpose of access to a proposed Unit development (easement shown in gheeabavée
site map). Access Easement 6A6 is proposed t

application as the property owner no longer intends to continue with the existing development
approval over the site.

Town Planning Considerations

Lot20i s zoned Business under Cook Shireodés | PA
the lot and is Code Assessable development.

5
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Business Zone

Council 6s Pl anning Scheme identifies t he
reconfiguring a lot in thdusiness Zone, however not all these codes are triggered by this
proposed development.

Applicable Codes (General) Codes relevant to DA/3073
1 Cultural Features Code Applicable
1 Business Zone Code Applicable
1 Reconfiguring a Lot Code Applicable

T Works, Services & Infrastructurel Applicable
Code

1 Natural Hazards Code Not Applicable

1 Aviation Facilities & Operational

Airspace Overlay Code Not Applicable

The minimum lot size in the Business Zone under the Reconfiguring a Lot Code is 400sgm
with aminimum road frontage of 10m. The proposal complies with these criteria proposing
lots of 462sgm and 464sgm with frontages of 17.5m and 12.67m respectively, to Charlotte
Street.

Discussion
The proposed development is considered to be consistertheithtent of the Business Zone

and complies with the relevant Performance Criteria. This development is therefore
recommended to Council for approval, subject to Conditions.

Recommendation

That the application by Humphries Risk Investments Pty Ltd <U & i Town Plan for a
development permit for Reconfiguration of Lot 20 on Plan SP241616, 152 Charlotte Street
Cooktown, into two (2) lots, be approved subject to the following Conditions:

A. Assessment Manager (COUNCIL) Coditions
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Approved Plan

1. The development must be carried generally in accordance with Proposal Plan Sheet NO:
W. 02 Rev: P3 amended in response to Counci
November 2014 (see Appendi x 0Bd) .

Access

2. Access to proposed LoDOA must be via the existing access from Banks Street. Access to
proposed Lot 20B must be from the Charlotte Street frontage. Access between the
property boundary and the kerb and channel must be sealed with concrete and constructed
to the requirements ofie FNQROC Manual. Engineering plans must be submitted for
approval by Council 6s Director Engineering

Water Supply

3. All proposed lots must be connected to the Cooktown Reticulated Water supply in
accordance with Design uglelines D6 Water Reticulation of the FNQROC Manual,
Sections General D6.01 to D6.03 and Design Criteria D6.04 to D6.22, at full cost to the
applicant.

4. All proposed lots must have a separate metered water connections.

Sewerage

5. Lots 20A and 20B mu8st mmnnected to the Cooktown Reticulated Sewerage Scheme.
Electricity Supply

6. Reticulated electricity supply must be provided to teach proposed lot via underground
connection, prior to Council endorsement of the Plan of Survey.

Heritage Protection

7. The Hertage stone kerb and channelling must be protected from damage at all times.

Public Utilities

8. The applicant is responsible for the cost of any alterations to public utilities as a result of
complying with conditions of this development permit. Repaimalterations must satisfy
the relevant Design Guidelines set out in Section D8 of the FNQROC Manual.

Outstanding Charges

9. All rates, service charges, interest and other charges levied on the land must be paid prior
to Council 6s end®uveegment of the Plan of
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Infrastructure Charges

10. Infrastructure charges for water, sewerage and public open space must be paid to Council
at the time of application for Council endorsement of the Survey Plan, as indicated on the
attached Adopted Infrastructure Chargegite at the rate applicable at the time of
payment (see Appendi x O0A0Q) .

Compliance with Conditions

11. All relevant conditions of the reconfiguration must be complied with prior to the Plan of
Survey being endorsed by Council.

Signing and Sealing

12. Thereconfiguration of a lot approval authorised by this Development Permit must be
completed and the Plan of Survey submitted to Council for endorsement within two (2)
years from the commencement of this approval or this approval will lapse.

Appendi x O6A6O6
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Char ref: LM:DAISS

10 December 2014

Humphies & Fisk Investments Pty Lid
/-1 & 1 Town Plan

PO Box 426

COOETOWHN QLD 4895
Attention: Ramon Samanes

Diear Mr Samanes

ADOPTED INFEASTRUCTURE CHARGES NOTICE

Propozal:

Applicant:

Laocation of Site:

DEVELOPMENT AFPLICATION DA/33S4

152 CHART.OTTE STRFFT. COORTOWN

Eeal Property Description:

Feconfimuration mto two (2] lots

Humyphnes & Fisk Investments Pty Lid
¢/ T & 1 Town Plan

PO Box 426

COQETOWN QLD 4885

Attention: Kamon Samanes

152 Charloft Street, COOETOWN QLD 4895
Lot 20 on Plan 5P241616

Type of Development: Reconfiguration
Infrastructure Charge: Caleulaton:
Development Charge Unit of Measure No of Units Amount of
Class Charge

Feconfipuration $1,700.00 Eguivalent 2 53,4000
twa (1) lots (Water) domestic

connection
Feconfipuration $1.420.00 Egquivalent 2 52 840,00
two (1) lotz [Seweraze) domestic

connection

Total Charges | §6,240.00
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Credit Calculation:

Development Charge Unit of Measure No of Unirs Amount of
Class Credit
Feconfipuration $1.700.00 Egquivalent 1 5 1.700.00
two (2) lots [Water) domestic
connection
Feconfipuration $1.420.00 Egquivalent 1 § 1 420.00
two (2) lots [Seweraze) domestic
Coonacilon
Total Credit | § 3,120.00

Met Adopted Infrastmocmre Charges Summary:

Total Adopted Charge Total Credit Total Infrastructure Charge

$6.240.00 §3.120.00 5 3 1200k

(Mote: Thea Total Infrastacture Charge = Total Charges — Total Cradit for Existing Tse)

Diue Date for Payment:
Payment of the total infrastmucture charge must be made at the time of endorsement of the
Plan of Survey

Payment Details:
Payment of the adopted infrastructure charge must be made to Cook Shire Council, either in
person at 10 Fumeaws Street, Cooktown or via mail at PO Box 3, Cooktown, Qld, 48935,

Goods and Services Tax:

The federal government has determmed that rates and utility charges levied by a local
government will be GST free. Accordingly, no G5T 15 mcluded in thes infrastrmucture charge
notice.

Adopted Infrastructure Charge iz Subject to Price Variation:

The amount of the adopted mfrastucture charge 15 subject to vanatons in the Consumer
Price Index (C P.1). All sroups from the reference date stated in thys notice unnl the date the
pavment 15 made.

This notice will lapse if the development approval stops having effect.

EIGHTS OF AFPEAL:

Pursuant to the provisions of Chapter 7 of The Susrainable Planming Acr 2009, a person may
appeal to the Planming & Emvironment Court against the decision of thus Council.

Pleasze refer to www.dip.old. sov.au'spa to access the Sustainable Plamming Aot 2000, Please

refer to sectionsd 78, 535, 675 and 680 which detaul your appeal rights regardmg thas notice.

10
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Should vou require any firther information or assistance please contact Couneil s Town
Planming Officers, John Hamison or Liza Miller on, (07) 4069 5444

Yours farthfully

Stephen Wilten
Cheef Executive Officer

11
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ECONOMIC DEVELOPMENT AND COMMUNITY SERVICES

cSt COEN ADVISORY COMMITTEE - MINUTES
Report Nos<This will be ented by the Executive Assistafitm Economic
Development and Community Services Director.

Précis

Minutes of the Coen Advisory Committee meeting held October 20, 2014

Background/History

The Coen Advisory Committee met in Coen on October 20, 2014. The minutes of that

meeting are attached for the information of Councillors and for any action on

recommendations contained therein.

Link to Corporate Plan

Active,Creative, Connected

4.3.1 Provide to a standard that ensures (at a minimum) legislative compliance and equitable
access:

C) Support and advocacy for community groups, clubs, societies and organisations

e) Community engagement across all releamtivities

Consultation

Nil

Legal Implications (Statutory, basis, legal risks)

Nil

Financial and Resource Implications (Budgetary)
Nil
Recommendatiors

That Council receive the minutes of the Coen Advisory Committee meeting of October 20,
2014.

Attachments
1. Minutes of the Coen Advisory Committee

13
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Coen Advisory
Committee Meeting

MINUTES

Monday October 20, 2014

14
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Meeting details:

Meeting title/group

name:

Coen Advisory Committee

Date:

October 20 , 2014

Start time: 5.35pm

End time: 6.15pm

Venue: Town Hall, Coen

Chairperson: Cr Glen Sheppard

Objective: Group to provide advice and recommendations to Cook Shire
Council regarding local government  issues around the town
and district of Coen

Attendees:

Name Representing

Cr Glen Shephard Cook Shire Council

Galil Clark Cape York Heritage House

Kimberley Sullivan

Cook Shire Council

Maureen Liddy

Royal Flying Doctor Service

Mathew Maloney

Queensland Police Service

Scott Templeton

Coen Inspection Centre

Jodi Hamilton

Coen Librarian

Rachel Nowlan

Exchange Hotel

Traceylee Forester

Lama Lama Rangers

Apologies:

Name

Representing

Joanne Nelson Community

Billie Pratt Cook Shire Council

Derek Hicks Queensland Police Service

ltem | Item Actions Person

15
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no. responsible
Welcome / Acknowledgements Chair
2. Minutes of the previous meeting: Chair
Moved - Matt Moloney, Seconded J Jodi Hamilton
3. Sporting Precinct J Amenities block Awaiting KS
KS J Sport and Rec Queensland  application was submitted by funding
Council for full price of $140,000. Noted that the department announcement
was unlikely to fund above $100,000 however Council has
spoken to officers and they are happy to accept our
application as is.
RN JCoen . " M, ~* "> o,
if there is no amenities block at the field.
MM J Will send in an additional letter of support if needed.
JH J Thought Joanne had spoken to Cape York Employment
about using local job seekers to reduce cos ts and keep work
local.
4. Information bay and Coen entry statement Ongoing KS
KS J Identified a site just out of town on PDR road reserve,
Council owned land would make the process much easier.
5. Town fire breaks Update for next KS
ST J Request to look into when regular fire breaks will be meeting
done around town. Can this be done annually as part of
GS J Council does do regular fire prevention work. Some
burning is scheduled to happen soon.
6. Teleconferencing in Coen
MM J A teleconferencing service has been made available at
the Coen Clinic as long as callers dial in and the room is left
tidy. Contact Teresa for details
7. Cape York Heritage House Look into KS
KS J Meeting with Gail earlier today to discuss projects that staffing and
require ¢ ompletion (stairs maintenance and mining museum management
displays) and how best to manage the house long term. during peak

ST J Cape York Heritage House has been very busy.

GC J Looking at the future and how to best manage the

and off -peak

seasons and

16
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facility, particularly during the tourist season.

KS J Increased visitation will be a direct result of the PDR
sealing works. We need to be fully prepared.

ST J Definitely good to finalise the two last mining museum
displays. Just need two more concrete slabs built first and
the covers can come later.

what resources
are available
for projects

8. Vet visits Keep following ML
JH J Cr Johnson had sent some information through about up
remote vet clinic services for Cape York. Definite interest
from the community. Visits would include education about Reply to Cr Johnson
animal care. Looking at two days per month, fly in fly out. SeaDog Vets
ML J Spoke with SeaDog Vet Clinic in Cooktown. They would with
require accommodation in Coen and try to get subsidies for discussions
travel. from today
PJ (Penny Johnson, observer) J Feedback to SeaDog Vets on KS
the level of interest and demand through the Cape. Potential Obtain further
support from Queensland Health with ref. to diseases that information
affect humans. ' A L
JH J Stray animals, support or part funding from Council? Planning and
SW (Steve Wilton, observ er) J Need to look at all financial Environment
arrangements. Negotiations with SeaDog Vets on euthaniasia. team
PJ J Financial assistance opportunities to ensure the whole
community has access to the service.
9. Drainage around town Follow up on KS
ST J Raised the issue previously. A lot of water pools during previous photos
, o oy T 7 Pebple getfflooded | ‘| taken and
into their own driveways. Drains under the roads get blocked. consult with
swJi._ . T .M T Engineering
look at road drainage but not the fall of nature reserves. dept
10. ANZAC Centenary funding Liaise on KN & JH

KN J Spoke about the available funding.

JH J Would be great to have a cenotaph, flag pole and
memorial wall. Perfect spot at the museum.

GC J Two new displays of WW1 artefacts at the Heritage
House.

KN J Need inf ormation from the community about specific
projects, then can submit an application or help a community

group to do the same.

details of the
projects for

Coen

17




AGENDA AND BUSINESS PAPERS

15-16-17 December 2014

11.

Next meeting
Tentatively scheduled for sometime in December

JTBA

18
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CORPORATE SERVICES

FINANCE

F1

REVENUE AND EXPENDITURE i NOVEMBER 2014

That the Revenue and Expenditure Statementddoember 2014e adopted

19




AGENDA AND BUSINESS PAPERS
15-16-17 December 2014

20



AGENDA AND BUSINESS PAPERS
15-16-17 December 2014

ADMINISTRATION

Al

CALENDAR OF EVENTS 2015

Report No. D13/13974 from Chief Executive Officer

Thatthe Calendar of Events for 2015 be adopted.

January Council Meeting Monday/Tuesday 19-20-21 January|
/Wednesday
Closing date Agenda iten Tuesday 13 January
Public Holidays
New Years Day Thursday 1 January
Australia Day Monday 26January
February Council Meeting Monday/Tuesday/ 16-17-18
February
Wednesday
Closing date Agenda iten Tuesday 10 February
March Council Meeting Monday/Tuesday/ 16-17-18 March
Wednesday
Closing date Agenda iten| Tuesday 10 March
April Council Meeting Monday/Tuesday/ | 20-21-22 April
Wednesday
Closing date Agenda iten| Tuesday 14 April
Public Holidays
Good Friday Friday 3 April
Easter Monday Monday 6 April
Anzac Day Saturday 25 April
May Council Meeting Monday/Tuesday/ | 1819-20 May
Wednesday
Closing date Agenda iten] Tuesday 12 May
June Council Meeting Monday/Tuesday/ | 15-16-17 June
Wednesday
Closing date Agenda iten] Tuesday 9 June
Public Holiday & Other
D-Day Saturday 6 June
Queenbds Bi r t Monday 8 June

21
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July Council Meeting Monday/Tuesday/ | 20-21-22 July
Wednesday
Closing date Agenda iten Tuesday 14 July
Public Holiday
Agricultural Show Day Friday 31 July
August Council Meeting Monday/Tuesday/ | 17-18-19 August
Wednesday
Closing date Agenda iten Tuesday 11 August
Other
Long Tan Day Monday 18 August
September | Council Meeting Monday/Tuesday/ | 21-22-23
Wednesday September
Closing date Agenda iten Tuesday 15 September
October Council Meeting Monday/Tuesday/ | 19-20-21 October
COEN Wednesday
Closing dateAgenda items| Tuesday 13 October
Public Holidays
Labour Day Monday 5 October
November | Council Meeting Monday/Tuesday/ | 16-17-18
Wednesday November
Closing date Agenda item Tuesday 10 November
Other
Remembrance Day Wednesday 11 November
December | Council Meeting Monday/Tuesday/ | 14-15-16
Wednesday December
Closing date Agenda iten Tuesday 8 December
Public Holidays Friday 25 December

Boxing Day Holiday

Planning and Environment Standing Committee will meet each month on the Tuesday

after the first Monday in each month,if required.

22
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A2
REVIEW OF OPERATIONA L PLAN 2014-2015

Report No. D14/14267 from Chief Executive Officer

Précis

Acceptance of progress of implementing the 28045 Operational Plan.

Background/History

Section 174 of theocal Government Regulation 20dgquires that the Chief Executive Officer
must present a written assess mdingtheanfualCounci | 6
operational plan at meetings of Council at regular intervals of not more than three months.
Link to Corporate Plan

Legislative requirement

Consultation

Nil i no public consultation required.

Legal Implications (Statutory, basis, legarisks)

Legislative requirement.

Policy Implications

Legislative requirement

Financial and Resource Implications (Budgetary)

Operational Plan must be consistent with the annual budget.

RECOMMENDATION

That the quarterly review of the OperatioRén 20142015 be adopted.

23
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A3 BUSINESS CONTINUITY PLAN (REVISED)
Report No<This will be entered by the Executive Assistaintm
Manager Corporate Services

Précis

The Business Continuity Plan is a required document, its purpose is to provide guidelines and
instructionson the steps required for Information Technology (IT) facilities to recover from a
critical event.

Background/History

This plan delineates Cook Shire Councils policies and procedures for IT disaster recovery, as
well as procestevel plans for recovering critical IT platforms and the telecommunications
infrastructure.

This document provides a summary of our recommendmzkgdures, in the event of an actual
emergency situation, modifications to this document may be made to ensure physical safety of
people, systems, and data.

Our mission is to ensure information system uptime, data integrity and availability, and business
continuity.

This document has been updated to cater for lessons learned after the Cyclone Ita event in April
2014 resulted in flooding that caused three

Financial and Resource Implications (Budgetary)
Funds had beerlacated in the 20145 budget for the upgrades and multi site capacity builds.
RECOMMENDATION

That Council adopt the updated Business Continuity Plan.
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Cook Shire Council IT Disaster Recovery Plan i Revised 15/11/14

1. Information Technology Statement ofintent

This plan delineates Cook Shire Councils policies and procedures for Information Technology
(IT) disaster recovery, as well as prockseel plans for recovering critical IT platforms and the
telecommunications infrastructure. This document pravadlsummary of our recommended
procedures, in the event of an actual emergency situation, modifications to this document may be
made to ensure physical safety of people, systems, and data.

Our mission is to ensure information system uptime, data integrayavailability, and business
continuity.

2. Policy Statement
Corporate management has approved the following policy statement:

1 The company shall develop a comprehensive IT disaster recovery plan.

1 A formal risk assessment shall be undertaken to determemeduirements for the disaster
recovery plan.

1 The disaster recovery plan should cover all essential and critical infrastructure elements,
systems and networks, outlining the current backup procedures.

1 The disaster recovery plan should be periodidakyed in a simulated environment to ensure
that it can be implemented in emergency situations and that the management and staff
understand how it is to be executed.

1 All staff must be made aware of the disaster recovery plan and their own respective roles.

1 The disaster recovery plan is to be kept up to date to take into account changing
circumstances.

3. Objectives

The principal objective of the disaster recovery plan is to develop, test and document a well
structured and easily understood plan which wilpltee company recover as quickly and cost
effectively as possible from an unforeseen disaster or emergency which interrupts information
systems and business operations.

4. Qverview

4.1.Plan Updating
It is necessary for the DRP updating process to be proparbtsted and controlled. Whenever
changes are made to the plan they are to be fully tested and appropriate amendments should be
made to any procedural documentation.

4.2.Plan Documentation Storage
Copies of this Plan will be given to members of the CounahBter Recovery Management
Team.

4.3.Disaster Recovery and Backup Strategy
To build redundancy into the physical components and software systems, focus on value for
money components that make it feasible to have spares on site and software systems that provide
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live replication to multiple servers over multiple sites with automatic fail over to minimise

system down time in the event of hardware failure or site loss. Primary backup system to be fully
automated with secondary backup systems requiring manuatprdvide offsite and offline
backups.

43.1 Backup Strategyi Post Cyclone Ita April 2014

Summary

In response to the damage to IT infrastructure from Cyclone Ita, a number of IT projects were
prioritised to ensure a similar event does not havedh® impact. They were:

- The completion of the virtualisation project which provides the
advantage in relation to Disaster Recovery in that servers are no longer tied
directly to the hardware so can be easily moved or restored from one
physical mahine to another.

- The upgrade of some core infrastructure software which improves the
replication capabilities of the software and so offers an advantage
in relation to DR in that multiple copies of a server can be running
in different locations.

- The expansion of the Depot IT Room infrastructure which provides a
second location where the advantages derived from the previous
mentioned projects can be utilised to keep Councils IT services
operating in the event that the Main Office IT infrasture is
damaged.

Detailed Changes:

As a result of the disruption to Council IT services caused by the failure of 3 core production
servers as a result of water penetration into the Data Centre room in the main office a number of
changes have beemade to increase the resilience of Council IT to a similar such events
occurring in the future. These changes are consistent with 3 core goals of Council IT:

1. Progression to a virtualised software infrastructure
2. Improved replication capabilities of runnisgftware services
3. Multi-site capacity for Council IT services

Changes that have already occurred are:
1 Primary Domain controller virtualised and upgraded from Microsoft Windows Server
2003 R2 to Windows Server 2008 R2
1 Email Server (Microsoft Exchange) virtualised and upgraded from Exchange 2003 to
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Exchange 2010

KVM virtual host moved to Depot to provide virtual hosting option at depot

Third Domain control server added to domain and located on KVM host at the depot to
ensure live replication of Domain data to the Depot site

Main Office file server virtualised

Replication of ADSL enabled lines from existing DR room to Coen Room

Storage Server purchased to provide offsite backup server for Depot IT Room servers
DAS purchaed to expand storage for KVM host increasing virtual machine capacity

Depot file server virtualised

Flood damage file server virtualised

Water VPN server virtualised

Dell R720 server purchased and configured with ESXi 5.5 to provide for replication of
ESXi based virtual machines from Depot to Main Office and enable the upgrade of the 2
ESXi hosts in the main office from ESXi 4.1 t0 5.5

Amazon Web Services account set up to explore additional options for Cloud based
server hosting

Further changes alreadynderway or scheduled are:

1
il
il
1

1
il

Upgrade of Coen Room to provide a new Disaster Room and second Data Centre room in
the main office with the ability to operate without mains power and landline connections
Shift of phone services from in house PABX to hosted V@IWNirtual PABX

Replication of Email, Database Authority and Trim services to virtual machines in Depot
IT Room

Replication of critical services to virtual machines in Coen Room

Cold replication of core services/virtual machines to Cloud hosting

Expansiorof Depot to Main Office wireless link to increase capacity and redundancy

While there has been some expense occurreteipurchase of additional servers and storage

for the Depot IT Room and in the upgrade of software system this can be recouped by upgraded
software removing the requirement for a SAN (currently the most expensive piece of IT
hardware). Another large casdving will be achieved once the DR contract with Civica expires

in mid 2016 as the muisite replication and VM backups to the cloud achieve a better off site
backup solution at much lower cost.
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5. Emergency Contact List

5.1. Internal Emergency Contact List

Name Position Email address Phone number

John Habermann | Senior IT Officer | jhabermann@-cook.qgld.gov.a 0417783642

Arnaud Gougeon | IT Officer agougeon@cook.qgld.gov.au

Stephen Wilton CEO swilton@cook.gld.gov.au 0428695955

Martin Cookson Director Corporate | mcookson@cook.qgld.gov.au| 0418604391
Services

Kevin Stephenson | Health and Safety | kstephenson@cook.qld.gov.{ 0438998648
Officer

Tony Lickiss Director tlickiss@cook.qgld.gov.au 0409062065
Engineering
Services

5.2. External Emergency Contact List

Business Email address Phone number
Telstra Business Faults 132999
Corporate Support 132253
Internode 136633
Ergon Faults 132296
Civica Software Support | support@civica.com.au 1800 643 436
Roland rzimmermann@ecivica.com.g 4639 3500
Zimmerman
Managed Services | lgmssupport@civica.com.ay 1800 643 436
DR (option3)
Commander Anthony (Account 0408007101
Manager)
Tech Support 1300654364
Dell Technical Pro 1300662087

Support

Account Manager

Adam_Lee2@dell.com

02 8972 5967

6. Servers and IT equipments location

1 Main server bay in Server Room located upstairs Main Admin Office containing 2
Vmware ESXi hosts (Palmer, 12mile), san, pabx, depot backup server (Depnasl) and
network and san fabric switches.

1 Communication rack, Main office gw and internode and commataleouters located
in Coen Room in Main Admin Office
1 Communication rack located in IT Office in New Depot Building
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1 Third ESXi host (Alligator), main backup server (Bloomfield), primary Depot Gateway,
RHEL/KVM host (Spear), and depot internddes in IT Office in New Depot Building

1 Wireless Units located on the following roofs, Main Admin Office, Store, Water Shed,
Sewerage Treatment Office and CYWAFAP Office.

See Network Map for more detailed information.

7. Redundancy and Replication

A numberof core system services allow replication to be configured at the application level
which provide live replication of data between application instances running on multiple servers
in multiple locations. Services that currently take advantage of thisctiree Directory (see

ticket 2493) with a project currently under way to enable this for virtualisation server, and
projects planned for Email (see ticket 2572), MSSQL database, MySQL database.

8. Standard IT backup procedures

8.1. Daily Offsite backup of Authority Data to Civica's Data Centre
This is managed by Civica for a monthly cost and consists of a daily backup of our Authority
databases and Authority application folders to their Sydney Data Centre. As part of the
agreement they will provide running instanaf our current Authority environment within 24
hours that we can access remotely. This covers us in the event that a major disaster affects
Cooktown and all local infrastructure is destroyed or damaged. Core council business can
continue with a laptop @ha remote connection to their data centre. Part of the agreement is that
you are able to test this service once a year but this has not been carried out yet so needs to be
scheduled when time is available.

8.2. Scheduled backups to primary backup server and sendary backup server
The mainstay of our backup operation is a disk based backup storage system using BackupPC
software that provides file based backups of
This consists of 2 servers Bloomfield locatedhie Depot IT room and Depnasl located in the
Main Office IT Room. Bloomfield monitors all the server computers and specific clients not on
the domain and located in the Main Office and our remote web/email server
smtp.cooktowns.com and Depnasl monitdirseavers, virtual machines and specific non
domain clients located in the Depot Building. The servers back up the clients according to a
specified schedule. The default policy is to have up to 9 full backups being stored for each client
going back the flowing number of weeks 1, 2, 3, 4, 8, 12, 28, 60, 92. Combined with the latest
full backup 6 incrementals provide backups covering the previous 7 days. This backup system
allows individual files to be quickly restored and provides a powerful low maircenaost
effective system that ensures that data at either of councils main office locations are backed up to
an offsite location.

8.3. Offsite archives of Primary Backup Server (waiting on equipment)
Once a month archives are made of the latest backups xtesinad disk which is then stored
offsite and offline. While providing another backup in an offsite location the primary reason is to
have an offline backup in the event of a security penetration of the backup server and damage to
the backups. This procekas been currently halted until other processes have been finalised and
equipment is available to handle the large storage requirement (see ticket 2101).
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8.4. Virtual Machine snapshots to offsite and offline storage (waiting on equipment)
As all production seters bar the gateway systems have been virtualised the opportunity exists to
create backups of the virtual machine images. Process has been paused following the
reorganisation of server infrastructure post the cyclone and willieplemented once the
virtual host infrastructure upgrade has been completed (see ticket 2596)

9. Risk Analysis and Decision Matrix
See IT Risk Assessment spreadsheet

10.Disaster recovery procedure
Three scenarios are discussed to illustrate the recovery procedure for the folipemof
disasters:

1. Minor damage
2. Major damage
3. Extreme damage

10.1. Scenario 1i User has accidentally deleted a document from the engineering
share
This is the most common situation reported to IT in relation to backup/recovery. The procedure
to recover the doenent in this case is:

1. Log into BackupPQittp://backups.cook.local/BackupPC

2. Access the host of the engineering share
3. Browse through the latest backup to find the file

4. Select the file and then choseeither restore it to its location or download it.

10.2. Scenario 2i Lightning strike at Depot destroys wireless unit on store roof
and takes out the depot gateway adsl modem
In this scenario the staff at the depot will loose there access to the istedrtetthe main office.
The loss of the wireless connectivity to the main office means that they have no access to
Authority, TRIM or email. Steps to deal with this are:

10.2.1. Depot z Main Office Wireless Link

1. Take the depot unit from the backup main officeg¢pat wireless link that is
preconfigured and stored in the Depot IT office

2. Obtain the safety harness from the water staff

3. Obtain the large ladder from one of the store staff and position it against the new shed on
the cemetery side of the depot. If thedadis unavailable then talk to the Workshop
manager or Foremen about the crane

4. Access the roof and replace the damaged wireless unit with the spare

5. Realign the unit and confirm that the link is stable and capable of transmitting data the
link standard (cuently at between 8 to 10 MB/s)

6. Order in a replacement link.
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10.2.2. Depot Internet Connection

1. Modify the dhcp settings on the depot gw server and set the gate way to the main office
gateway server (see Network Map for ipaddress details)

2. Order new modem

10.3. Scenario 3- Fire destroys server room in Main Office building
In this scenario an electrical fault in the printer in the archive room results in a fire that destroys
the archives and does enough damage to the server room to damage all the serverdraddware
networking equipment in that room.

Key Players:

IT Officers (John, Arnaud)

Insurance Officer (Alex, Lana)

Records Officer (Narelle)

Civica (Managed Service/DR Staff)
Dell Account Manager (Adam, Amber)
Commander Account Manager (Anthony)
Electrician (&e Ford)

Building Inspector (Steve T)

Building Maintenance Manager (Darryl)
Health and Safety Officer (Kevin)

Effect of disaster is:

1. Core Council servers containing the majority of councils production data and software
systems are destroyed. Hardware wadkd to be replaced and software and data will need
to be restored from backups.

2. Main networking infrastructure point in Main Office is destroyed repairing would
require:
1. Repairing cables
2. Replacing patch panels
3. Replacing network switches

Procedurdollowing disaster
1. Disable incoming mail on main office gw and enable incoming mail on pfdepot which is
configured as a secondard mx server (see ticket 2571), this will queue incoming email.

2. Talk to Building Inspector, Building Maintenance Manager, Heatith Safety Officer
and Electrician about what is required to get the server room functioning again and obtain
a time estimate. Communicate this to Ceo and Corporate Services Manager and explain
what a temporary system in place that will allow as many asaffossible to perform
their jobs and determine priorities.

3. Get production VM's up and running on VM host in the depot office. This will consist of
tasks in the following order:

1. Promoting AD controller at depot to primary controller for the domain
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2. Restorng Exchange server (not required once service level replication to second
exchange server is set up)

3. Restoring MSSQL server (not required once serivce level replication second MSSQL
server is setup)

4. Restoring Authority application server
5. Restoring Trim sefer
6. Restoring main office file server

. Core finance and other users of Authority that are performing day to day tasks critical to
the functioning of Council can relocate to the depot using either laptops or desktops of
staff whose computer access is natical to immediate council business functions.

. Run network cable from mainoffice wireless unit to network switch in Coen room to

enable Customer Service computers to connect to the depot and operate as normal and
other main office users to set up in theeG@oom or other downstairs rooms.

. Contact Dell account manager to order replacement servers and network switches.
. Talk to telstra about redirecting main office land line numbers to mobile or depot phones.

. Work with other parties (electrician, building nager, Dell staff and Civica staff) to get
a functioning server room back up and running in the main office.

. Migrate services back to Main Office server room once it is up and running.
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INFORMATION
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ENGINEERING SERVICES

ENGINEERING SERVICES REPORT i DECEMBER 2014

ReportD14/14266from Engineering Services

General
Webber Esplanade Reclamatior{Vessel Pen & Tidal Pool)

Backfill from the harbour dredging is continuing to be placed behind the rockinallery
reduced pace due to windy weather and the need to contain mud and silt behind the wall and not
let it flow out to sea.

Photos attached.
Woobadda Creek Bridge

Culvert headwalls have been poured on site, cured and lifted into positiofl @ctbber.
Pouring of the footings for and placement of the precast windwalls continues on both
approaches.

Building formwork for pouring of the sheerwalls was completed®hNévember and they were
poured on 7 November. These sheerwalls tie the heslth together at the Cooktown and
Cairns ends and at the centre.

Stablised sand, consisting of cement and sand, has been mixed at the stockpile site and
transported to site where it was placed on the culvert and in the approaches. Water was added
vibrated and left to set. The sand is placed in equal amounts on each side of the culvert and in 1
meter lifts. This commenced on"LBlovember and has been completed.

The concrete deck will be poured in sections to allow traffic flow to continue on both the
Cooktown and Cairns approaches. Pouring of the deck commefi&etember.

Photos attached.

Cooktown Aerodrome Subdivision

An area of approx 100m x 120m has been cleared of trees and rubbish to the east of the light
aircraft apron at the Cooktowkerodrome to cater for the needs of future lessees.

Adds have been placed calling for expressions of interest from prospective lessees.

Photosof the cleared landttached.

36



AGENDA AND BUSINESS PAPERS
15-16-17 December 2014

Webber Esplanade Reclamation

Sand pumping progress 10/11/2014
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Boat Pen concrete capping completed

Tidal pool concrete capping completed
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